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1.0 PURPOSE AND SCOPE
(7.1.1.a,7.1.1b,7.1.1.c,7.1.1.d, 7.1.1.e, RI711.2)
This procedure describes the Access Control Entry Sy&ES), a system for controlling access
to the tank farm radiological areas describeHNF-MP-5184
ACES provides a standardized system for verifying peragumlifications to meet access
requirements which comply with radiological, non-radiologicakéndaus waste regulatory
requirements that include the Occupational Safety and Heaéthokd OSHA), the Washington
Industrial Safety and Health Agency (WISHA), the Washindgdepartment of Ecology (WDOE),
the Environmental Protection Agency (EPA), the DepartmieBnergy (DOE), and the
Department of Transportation (DOT) as outlined by the Gddeederal Regulations (CFR), state
and local regulations (county commissioners), and all étdrdontractors. ACES also provides
effective utilization of personnel training, medical, radiolob@gosure records to track RAD, and
exposures. This data is then used to forecast pelsexpmsures in order to minimize personnel
exposure and keep operating conditions to As Low Asdreddy Achievable (ALARA). This
reporting of operating, historical, and archived training datppsure data, entry data, dosimetry
readings, and medical data provides a summary of faeilityes, deficiencies, and entry rejections.
This procedure applies to all CH2M HILL Hanford Groums.|(CH2M HILL) employees and its
contractors.
NOTE: Installed ACES software and HLAN access areeggsites for operation of ACES from
computer work stations.
2.0 IMPLEMENTATION
This procedure is effective on the date shown in the header
3.0 RESPONSIBILITIES
Responsibilities are contained within Section 4.0.
4.0 PROCEDURE
NOTE: For specific operating instructions for ACES, consulttbiél screen for ACESound on
the Hanford Intranet.
4.1 Placing an RWP into ACES
SeeFigure 1for process flowchart.
This procedure describes the process used to transferdrifd into ACES.
Permit Author 1. Go tothe ACES Main Menu and select “AGERage Requirements.”

2. Select “ACE314 Permit Requirements” to go to scredn 31

3. Enter RWP data, as prompted.
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4. For general RWPs, or RWPs not requiring a doskitigicset the “Max #
Access Days” field to the maximum default value.
5. For job-specific RWPs that require dose trackinggrethe maximum
number of access days into the “Max # Access Days”.field
6. Set the Print Brick option to “Y.”
7. Setthe “Express ACEing” option to “N.”
8. Select the “Work Locations” tab and enter the corpl®rk location,
and description.
9. Select the “Permit Roles” tab and enter the role andiptsn. Role
descriptions are shown in Attachment A.
NOTE: Access will only be allowed for those roles selectédnore than
one role is desired, select ALL that apply.

10. Select the “Requirements” tab and enter the requitsptgpe, and
description (e.g., thermoluminescent dosimeter (TLD), whotdy
counter, or others, as appropriate).

11. Ifthe RWP is no longer in use or has expiredcsétlosed” or “expired,”
as appropriate, from the drop down “Status” menu.

12. Select “Save Changes” option when desired informaioarrectly
displayed.

13. Exit ACES.

4.2 Operating the ACES Station for Personnel Entry

SeeFigure 2for process flowchart.

Worker 1.

Station Operator

Supply station operator with information necessacpmplete entry.
a. If there is an open wound, inform the station operator.
b. If there is no open wound, proceed to step 4.

NOTE: Workers are responsible for informing managerniaitan open
wound exists.

Ask the worker if he/she has an opendavtihat could be affected by
working in an area where contact with radioactive contatioimaould
occur.

a. If the worker indicates that there is an injury/iliness coaditi
determine the RWP and role the worker will work under.
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b. If the work (RWP) requires access into an area wherpdtential

Applicable
Radiological
Control First Line
Manager

Worker

Station Operator

5.

10.

exists to contact radioactive contamination, inform applicatde fir
line Radiological Control manager of the role the worker véll b
under.

Determine the need for and type of wound dressing\gwing the type
of work and radiological conditions.

a. If zone work activity has low potential for wetting and/or
contaminating the wound, determine if a simple non-water proof
dressing is acceptable.

NOTE: A water proof or zone dressing is requiredl fifioist
environment wound contamination is likely.

b. If the correct dressing is not already present, direcivtir&er to
the site occupational medical contractor with instructions asto th
type of wound dressing needed (zone or standardiniggss
Supply station operator with information necessacpmplete entry:
Name
Hanford identification umber
RWP to be used for the access
Type of supplemental dosimeter required for access ([HED,
Role to be used for the access.

NOTE: The ACES role guidance poster at the ACES stationb@maysed
as a guide in the determination of the proper “role to bd.ls

Determine the RWP and role the worktewwaik under.
Go to the ACES Main Menu and select “ACE2 ManageeAses.”
Select “ACE231 Record Access” to go to screen 231.
Enter RWP and personnel data, as prompted.
Ensure the brick printer provides a brick, or mépussue a brick.
If a worker is rejected due to training requiremeniplete the following.
a. If the worker has proof of training completion (courssteo,

qualification card), enter the training in accordance with

Section 4.5 and grant access.

b. Verify the training qualifications are required.



ESHQ

ENTRY AND EXIT CONTROLS

Document TFC-ESHQ-RP_ADM-C-15, REV B-2
Page 5 of 16
Effective Date June 9, 2004

11.

If the worker has proof of training completion (courssteo,
qualification card), enter the training in accordance with
Section 4.5 and grant access.

Place pink dot, approximately ¥2” diameter, to brick issued to
personnel requiring escort.

Issue supplemental dosimetry as prompted.

4.3 Operating the ACES Station for Personnel Exit

SeeFigure 3for process flowchart.

Station Operator

2.

1.

Go to the ACES Main Menu and select “AKl&R2age Accesses.”

Select “ACE243 Instrument Issue/Return” to go to scB3 for
returning worker’s brick, pencil, and/or electronic dodenand closing
access.

NOTE: Screen 243 may also be accessed by selectig@ie243
Instrument Issue/Return” button on screen 231.

Record readings from returned dosimeters as pgezmp

If access is to be closed out while the worker is stithénfield, complete
the following.

a.

Go to the ACES Main Menu and select “ACE2 Manage
Accesses.”

Select “ACE238 Access Closures” to go to screen 238.

NOTE: Screen 238 may also be accessed by selecting the
“ACE238 Record Closure” button on Screen 231.

Document dosimeter readings in the appropriate boxes, as
prompted. Check the “Returned” box, unless the dosireeter
remain in use for another RWP. (Each instrument that will n
remain in use should have the “Returned” box chegked.

If supplemental dosimeter readings appear unusuallydrighe
off-scale, determine as much of the following informatien a
possible and notify Radiological Control management:

Determine where the worker has been
Determine type of work that was performed
Establish length of time the dosimeter was issued
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Determine when the dosimeter reading was last verified
by the worker and what the reading was

Question whether the dosimeter might have been dropped
or bumped

Determine whether other workers performing similar

work in the same areas have comparable dosimeter
readings.

5. Once a worker’s access is closed on one RWP, ddxtaess for the
worker under another RWP by completing Section 4.2.

NOTE: The issued readings for any dosimeters retaireetharsame as
the returned readings.

4.4 Updating Permits Read in ACES

SeeFigure 4for process flowchart.

Worker 1. If an RWP has not been read, or if the RW&hlean revised since the last
reading, read the latest revision of the RWP.

2. Sign the RWP acknowledgement form.
Station Operator 3. Go tothe ACES Main Menu and select “ARa&riage Person.”
4. Select “ACE113 Permits Read by Person” to go to sct&a.

NOTE: Screen 113 may also be accessed by selectifg@iel13
Permits Read” button on screen 231.

5. Update the permits read status on screen 113.

45 Updating Training Information in ACES
SeeFigure 5for process flowchart.
Station Operator 1. If ACES indicates a worker’s trainiag éxpired, and the person submits
valid proof of training completion, go to the ACES Main Mamd select
“ACE1 Manage Person.”
2. Select “ACE116 Person Information” to go to screeh 11

NOTE: Screen 116 may also be accessed by selectifg@iel 16
Person” button on screen 231.
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4.6

3. Enter the completion date for the training and commerspiain the
actions taken. (The expiration date will be filled in anadically.)

NOTE: The updated training date will allow the worker to azfesup

to one more month. If Training Records has not inputrdiring before
the month ends, the training will automatically expire agairmeso
courses, such as Radiological Worker Training, may eatdalated by the
station operator.

Operating ACES During HLAN Outages/Computer Malfunctions
SeeFigure 6for process flowchart.

The paper ACES form is used to enter ACES transactionsrthe¢@rded in a paper log at the
ACES station. This log is used when ACES is off line for maemee or because of an
unexpected network, PC, or server outage. It will haseparate icon and software distribution
entitled “Paper ACES.” The information entered on thewdigbe entered into the Paper-ACES
screen by a station operator as soon as the systemmiaglagain.

The manual log may be used to record information whenrretion contained in ACES databases
is not current but update at the time of entry is not plessibich as when TLDs are issued by the
Tank Farm Contractor but ACES administrative personnal@agailable, e.g., backshifts,
weekends, or holidays.

Station Operator 1. Obtain an ACES Entry Permit Lo&{6001-289.
Worker 2. Supply station operator with information necessary to camgletry:
Name

Hanford identification number
RWP to be used for the access
Role to be used for the access
Year-to-date radiation exposure.

Station Operator 3. Record information on the form to complete entry.

4. Enter information into the ACES electronic system when system is
functional. (Step-by-step guidance is available by aitgsheHUH
screen for ACES

4.7 Resolving ACES Operation Problems
SeeFigure 7for process flowchart.
Station Operator 1. Contact the ACES facility technical authanityexplain the problem or
issue.
ACES Facility 2. Resolve problem or issue and provide guidance, @ssany, to other
Technical Authority permit authors and station operators.

Station Operator 3. For assistance in operating ACES,doh@ES administration.
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5.0

6.0

7.0

7.1

7.2

DEFINITIONS

Brick. A printed or hand written record authorizing personnetsg to radiological controlled
areas via ACES.

Escort

An escort should be identified for personnel entering tank facilities using the ACES
system under an escorted role (AE-2 or AE-V as exampldse escort must have training
that meets the unescorted role requirements for the pervaiticg the areas/work
evolution to be entered (Rad Worker Il and either WWIVEY?2).

The escort should be able to demonstrate that they g dgsigned to the escorted
person(s) in lieu of training. The assigned escort hasetponsibility to ensure the people
they are escorting comply with radiological postings andadhgr radiological control
requirements (thermoluminescent dosimeter (TLD), petgmotective equipment (PPE),
etc.).

It is the primary responsibility of the person requiring atoego arrange for a qualified
escort to accompany them. Itis NOT necessary for twrte® be present at the ACES
station at the time when qualifications are verified.

Escorted access may be granted for the period estthlishthe RWP.

RECORDS

No records are generated in the performance of thieguve.

SOURCES

Requirements

1. HNF-MP-5184 “CH2M HILL Hanford Group, Inc. Radiation Protection Bram.”
a. Requirement #59, 835.206(a).
b. Requirement #60, 835.206(b).
C. Requirement #61, 835.206(c).
d. Requirement #102, 835.501(a).
e. Requirement #103, 835.501(b).
f. Requirement #108, 835.501(c)(5).
2. RPP-MP-003“Integrated Environment, Safety, and Health Managei8gstem
Description for the Tank Farm Contractor.”
References
1. “Access Control Entry System Intranet Shép://www.rl.gov/huh/aces.htm
2. HNF-5183 “Tank Farms Radiological Control Manual.”
3. HNF-IP-1184, “Training Requirements and Instructions.”
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4. HNF-SD-WM-HSP-002“Tank Farms Health and Safety Plan.”

5. TFC-PLN-07 “Dangerous Waste Training Plan.”
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Figure 1. Placing an RWP into ACES.
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Figure 2. Operating the ACES Station for Personnel Entry.
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Figure 4. Updating Permits Read in ACES.
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Figure 5. Updating Training Information in ACES.
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ATTACHMENT A - TANK FARM HAZARDOUS WASTE ROLE GUIDAN CE
The following sections define the categories and specifisnased by the Tank Farm Contractor. The
training criteria are in addition to the entry criteria corgdion individual RWPs.
40 Hour Waste Worker
The 40 hour waste worker roles are for personnel vifeetty contact tank headspace, work directly with

tank waste or waste contacted materials, or are directivewn the packaging, labeling, or transportation
of wastes. The following roles are defined for 40 ltamgerous waste trained worker.

a. WW1 - Fully qualified for unescorted access to the tank faan;perform all assigned work,
intrusive work.

b. WWE - Meets WW1 training requirements with the exception of fgerience; requires a
qualified escort to enter the tank farm.

C. WW?2 - Meets the criteria associated with WW1 but has additioaiaiing to work in partial body

personal protective equipment (PPE).
24 Hour Waste Worker
The 24 hour waste worker roles are for personnel venfopn work in tank farms that generates dangerous

or mixed waste, performs non-intrusive work or operatiwithin the facility. The following roles are
defined for the 24 hour general worker.

a. GW1 Fully qualified for unescorted access to the tank farars perform work, maintenance, and
operation of the facility.
b. GWE- Meets GW1 training requirements with the exceptiofietd experience, 350560/350561 -

Waste Handling Seg. & Pkg. or refresher, and 350710850 7TF Facility Orientation or
refresher. Use of this role requires a qualified (GWWEV1) escort to enter the tank farm.

C. GW2- Meets the criteria associated with GW1 but has additioaiairig to work in partial body
PPE.
All Employee

The all employee role applies to personnel who requiresado tank farms but who will not be performing
duties or fulfilling responsibilities associated with hands-ankwvith contaminated or potentially
contaminated systems or containers. Hands-on work igelfor activities that do not breach
contaminated or potentially contaminated systems such agifimspand maintenance of cabinets, fire
systems maintenance activities, or vendor troubleshooting activitie

Personnel may meet the criteria for unescorted access tartk farms but will not handle or generate
dangerous or mixed waste. Visitors will be included in #reegal all employee category. A person using
an all employee role cannot, even escorted, handle darsg@este or oversee operations, and shall not be
permitted to enter an RMW or a DW-controlled zone (erclusion zone or decontamination zone or a
contamination reduction zone and corridor, respectivelycésted with CERCLA site operations.
Personnel may enter radiation areas and contaminationusiagshe all employee roles.
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ATTACHMENT A - TANK FARM HAZARDOUS W ASTE ROLE GUIDANCE (cont.)

a. E1- Meets the requirement for the 24 hour general wdskehas not completed waste handling

courses or building emergency plan.

b. AE2- The AE2 role is a contractor, subcontractor, or gpieeson (such as CH2M HILL
management) who is assigned duties associated with tHerdd&roject and who requires escorted
access to tank farms or 242-A Evaporator.

C. AEV A person who is on site for seven days or lesy@ar and requires escorted access to tank
farms of 242-A Evaporator.

242-A Evaporator

The following roles are used at the 242-A Evaporatailifiato accommodate specific and unique training
and entry requirements.

a. 242A-40- 40 hour unescorted access. Fully qualified for wrest access to 242-A Evaporator
facility; can perform all assigned work, intrusive work.

b. 242A— 24 hour unescorted access. The 24 hour 242-pdtator roles are for personnel who
perform work at the Evaporator that generates dangerauixed waste; performs non-intrusive
work or operations within the facility.

C. 242AFH- Unescorted access for Fluor Hanford employee. ©héss for personnel with Fluor
Hanford training specific to 242-A Evaporator.

Managing Changing Requirements

When changes in access control requirements occur,rgpitdy at times, the electronic ACES roles or
RWPs may be changed immediately upon written instruction fr@®\CES facility technical authority; the
list of training requirements posted in ACES stations camrdied and initialed to reflect changes.
Changes to this procedure are accomplished within 90adadlye change in requirements or policy.

Posting of ACES Roles at ACES Stations

A listing of training requirements for roles is postedaatreACES station. This poster reflects the
following training requirements.

ROLE CODE DESCRIPTION
REQUIREMENTS SCREENED

WW1 40 Hour Unescorted Required for unescorted intrusive activities

1. 0312UU/032020 - 40 Hour Hazmat or Refresher
2. 350710/350760 - TF Facility Orientation or Retraining
3. 358001 - TFCHGET

000001
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ATTACHMENT A - TANK FARM HAZARDOUS WASTE ROLE GUIDA NCE (cont.)

4. 350560/350561 - Waste Handling Seg. & Pkg. ordRéfr
5. 03E060 - Bldg Emergency
WW2 40 Hour Unescorted Meets the requirements for WW1 and includes partiay RRE
training.
1. 350858 - Partial Body PPE Training
WWE 40 Hour Escorted Required for escorted intrusive activities

0312EE/032020 - 40 Hour Hazmat or Refresher
350710/350760 - TF Facility Orientation or Retraining

ohoONE
o1
(o]
o
o
=

,,,,,,,,,, -TFCHGET A 000001
350560/350561 - Waste Handling Seg. & Pkg. oreRbkr
03E060 - Bldg Emergency
Gwi 24 Hour Unescorted Required for unescorted non-intrusive activities in a hazergvaste
site
1. 03120U - 24 Hour Hazmat or Refresher
2. 350710/350760 - TF Facility Orientation or Refresher
3..358001 -TECHGET ( 000001
4. 350560/350561 - Waste Handling Seg. & Pkg. ordRaer
5. 03E060 - Bldg Emergency
GW2 24 Hour Unescorted Meets the requirements for GW1 and includes partiay IRiRE
training.
1. 350858 - Partial Body PPE Training
GWE 24 Hour Escorted Required for escorted non-intrusive activities in a hazarei@ste site
1. 03120E - 24 Hour Hazmat or refresher
| 2. 358001 -TFC HGET A 000001
3. 03E060 - Bldg Emergency
AE1l All Employee- Unescorted
1. 03120U - 24 Hour Hazmat or Refresher

2. 350710/350760 - TF Facility Orientation or Retraining

3. 358001 - TECHGET e 000001
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ATTACHMENT A - TANK FARM HAZARDOUS WASTE ROLE GUIDA NCE (cont.)

AE2

AEV

242A-40

242A

242-AFH

All Employee- Escorted

1. 358001 - TECHGET A 000001

All Employee- Visitor/Escorted - Personnel in the role will be onsite for less than selags
per visit.

1. 358001 - TrFCHGETOr A 000001
000090 - Visitor/Vendor Orientation or
02006A - Hanford Site Orientation

40 Hour Unescorted Access

1. 0312UU/0323020 - 40 Hour Hazmat or Refresher

2. 350710/350760 - TF Facility Orientation or Retraining

3. 358001 - TFCHGET A 000001
4. 350560/350561 - Waste Handling Seg. & Pkg.edreRher

5. 03E060 - Bldg. Emergency

6. 03E096 - 242-A Evaporator FEHIC

7. 350540 - 242-A Evaporator Facility Orientation

24 Hour Unescorted Access

1. 03120V - 24 Hour Hazmat or Refresher

2. 350710/350760 - TF Facility Orientation or Retraining

3. 358001 - TFCHGET A 000001
4. 350560/350561 - Waste Handling Seg. & PkéReadfresher

5. 03E060 - Bldg. Emergency

6. 03E096 - 242-A Evaporator FEHIC

7. 350540 - 242-A Evaporator Facility Orientation

Unescorted Access for FH Employees

1. 03E096 - 242-A Evaporator FEHIC
2. 350540 - 242-A Evaporator Facility Orientation



